https://www.ximea.com/support/wiki/usb3/Buffer - lost frames

App ication

fe xiSetParam

(@ xiGetimage

"-n,mu |_ACD_TRANSOR v_uumm:]

[Raw Data }»[ Debayer j \
== ;

3)_FRM_BASFERS_QUELE_SI2E )

o
A

I Ring of
transpory | — =

xiApi

CI—— -

i \;ideo liata

OXRIL—LA KU EOLBVDZEDT —IHNNATAHERC)\
J7—9%7

OZXRIL—AENASREBCEDBVDEDT —IH N\ IF7U )T 3?
A RE

1. FEEUZY b

2. B LM77
3. E@EEON->>
IN=RD17

1. 8EV>D

2. TOMDTINAR
3. Jr—LD17
VIRNDITY

1. 125-J1—X
2. 7 r—33>
)\ 7808

1. ZIDAT

2. API

BE e

DASHBBCABEDAEY N\yI7HHD, EHOERIL — LAZRIFTEDL. 7TVT—23>TIL—LHRD
N3ZEFBRVEVSON—RZRIIREZ T,

CO7IVr—323> J—hTlE TL—LOER. ZORREEIRICOVWTFUGERALET .

CDRRZ(C(. Cameralink. FireWire, USB. GigE. CoaXPress. PCI Express. Thunderbolt 2&,
BhEIINAT 12— T11A ADERSNSIANLET .


https://www.ximea.com/support/wiki/usb3/Buffer_-_lost_frames
https://www.ximea.com/support/wiki/usb3/Buffer_-_lost_frames#Lost-Frames-and-How-Much-Data-to-Buffer-Inside-the-Camera
https://www.ximea.com/support/wiki/usb3/Buffer_-_lost_frames#Reasons
https://www.ximea.com/support/wiki/usb3/Buffer_-_lost_frames#1-Bandwidth-limit
https://www.ximea.com/support/wiki/usb3/Buffer_-_lost_frames#2-Latency
https://www.ximea.com/support/wiki/usb3/Buffer_-_lost_frames#3-Reliability-margin
https://www.ximea.com/support/wiki/usb3/Buffer_-_lost_frames#Hardware
https://www.ximea.com/support/wiki/usb3/Buffer_-_lost_frames#1-Communication-link
https://www.ximea.com/support/wiki/usb3/Buffer_-_lost_frames#2-Other-devices
https://www.ximea.com/support/wiki/usb3/Buffer_-_lost_frames#3-Firmware
https://www.ximea.com/support/wiki/usb3/Buffer_-_lost_frames#Software
https://www.ximea.com/support/wiki/usb3/Buffer_-_lost_frames#1-Interfaces
https://www.ximea.com/support/wiki/usb3/Buffer_-_lost_frames#2-Applications
https://www.ximea.com/support/wiki/usb3/Buffer_-_lost_frames#Buffer-handling
https://www.ximea.com/support/wiki/usb3/Buffer_-_lost_frames#1-Allocation
https://www.ximea.com/support/wiki/usb3/Buffer_-_lost_frames#2-API
https://www.ximea.com/support/wiki/usb3/Buffer_-_lost_frames#Summary
https://www.ximea.com/support/attachments/1279/MQ_xiApi_Buffering_Diagram.png

EA REA

IL—=LHEDNBIREFEITUEON . ENEFIAT, TR LAT72S. NYIFREBCRITEDTI .

BRI L AT IBECEELTOE TN, EIC 1 DL EORANREREAGDET, JNSE. \—RITT
BIEE YT NI T PRI T BTENTEET,

BIEC\— RO TP HA:

1. FiEEUIY b~

{29 —=TTA A THASIAEFA TE B BIHIBNEEENZT —IDBLNEEVES ., TOLSREETIEELCT
L—LBEhNES,

2. 1B LAT>S

AR B IE N B RSN BB ZLOMES . )\— RITT 29— TIA AN BOBERENIRT ZE(E
A TERVED, OLIBIZTARTIL—LERIBLET,

3. S5 ->>

(AT A IR (B RSN BIRIEE B Z BV — S h B BaE . COLSRIRTARIL—LERIBTS
ERCRERCEMELET . COX—SINEDBLDAZETHINEN, FZNHHAS NNyT7 HAXIBMFTS
DESMOVTIE, LU T THRBALET

J\=RO1)
wigElE PC ARZAMAINSIREEN., IXS(CI - TERASNE T, FBEE(E. RON—RII7 EOEH(CEHST
HIIREN B TR D ET

1. w@E)>Y
I5-FNE\ FASBEUSIMETTERVEDIC, NSURR-N /ryh* EDnET.,

CORIREL. M5O ZR—h Ny M RONTZEBRA%Z NIV S 1T I TBETRRIZBENHDET .
GigE MASTEAINS UDP REDIRIZIVLZ TORIILTE, IRTO/ My MBIBLENESHZT T
T—=23> LNIVTERRU. /Uy MY —E R REIRICBIBURHI OIS (E/ Uy M2 (3T — AR RO BIX{E%Z
ERI2HENDDET

USB JUVJERRRBED RS> D3> R=Z20TORIVTE Koy hikebhaceldHDERA . USB 3.0
A= TIAADKETICELD, Ny NEED 100% EFETEZI DM IINEFELET.

COTORIUE. USB 3.0 FooH923> LAV —TRESNTVET, L OBRITEIC/ Ty DB EN Sk
BUIIBE . IRANDAS O SN EDKBZERHL. Oy NOBLEEZATZD. API (CI5—%#HEUR
NFBENHDNET

Uy SSRESNRVBREL T, SuperSpeed (E5DEEEE M. Jr—ADIVORIRE, SEHAMI4E.
A=K LAT7INREDI\ - RUTTERETDERE M EUIRERL —ILODEE, BRESIVE-FIARENEZ
SNEY.

CNSORIEEDASBIERZ MO S (CH TEFEDFIN, REICEEZERONT—IINTT, T—TIDINTA—
NUA(F BRESZRESE. IASICTHDRENZMIEITZLT. BIEDEFEMCKEEELET.

2. ZOADT /AR
FIU/Z EICHEDT A ZNHD, BHIECZOMOIEYY - 2ZHCOTHRELTVET . TNIE. ENA5%(E
BIO xHCI 1> MI—-5—~ICRREBI B THERTEET,



3. Jr—AD17
WASDOT7—AD17(d. RAMHR— NI BRARE TT 4% AN)—ZJTERUES. MO AR— )y
ROy MFISEENFEL., wiFIEMNHRIUET,

PC \—=ROI7BERGELEZSIEHILER A,

VIO 7

YIRDIT L, FiLWIAS T—9%Z(EFBIEDICED)\WI7—ZIR T DEVIERZUIBT 3200 D1 T
Y(CEZELFE T, PC YINIIZ (USB JORIIL ZAYI0AAS RSA)\—, API LAILDINYI7—40ER),—F>
1E) DTBOLAT S~ LD, B AICIERaIEER S RN R BN R LET

1. 129—-J114 R

N=RII7 A257=TI4 X h—RhBDEINAH ARG BIHDLA1T>>—,

FireWire. USB. GIigE BREDHAT 1>29—-T11 X (F. ENTNDKRAN PATA-%ERALTVET, TNBDT
ATH—(Z1E, BIDAHENIBS Bl DRALATSOBHNERDE T, TR TREEETHRBNCEER
RO, FILWT—H%EHUET RO RFEZEUE I ZERTI, L1To(E AE1—5— ARL—F4>)
32T VYIRNIIT R34N\—=, FORL. VIRITT ZAYIDNTA - RAICETERDET,

PCI Express t° Thunderbolt REDHAT 125 —-T14 A (F. R/ \WI7—0)(ZX TORIVZERLTVE
Bho CNB 2 DOAA—TIARI(F. KIBICARWVWWIRNITY IDR—R> MBD., %51 L. L1722 hES
MMIFELIROTVET,

2. 7V —-23>

TIVT—23oDLAT>S - TIVT—2a &IV —LhB0T —FUUBDI—FHD . EBRYA L0V
RNICCDIRD%EST T TERWEE ., cNF. YUBT7)LTUXLHERET L. BRRERMN TRVESCRETS
BIEEMENBDET . BIDIBEEL TR BEEERBZARL -T2 AT LIRS AZADOY MICKERED
CPU VY —-AZRMEATERVENEZBNET,

AP UREE
EROECA, VINII7OAIE (L) \WIrAIB S EICENEINTT,
JWIPALIR(C(E, 2 DO—ARMIIRZEELIHDF T,

1. ZDHT

7TV —2a2(d, AVE1—4 XBVCEHR/\WI7EEIDH T, cNSON\YI7EAAS F1—(CTZY L. /\wI7h
BURT —AEEBCF1-NBHE20%EFEET, IR, 7IVT—2323F7 —5%0IBL T, [Z20 | )\yI7rEB~E]

SYNIBIURENGHDE T, 7TVT -3 RR T, IRNTORIEIL — L ZEEBIR(CALIB TER VS E(ICRHIRE
HEELET,

T7IVr—2a PN -ZANTCT —4%ZEUEL TR I 2 ENHDIHE . 7IUT—2a (& 2 [O] (FFEnl L)
DEHFHN—-ANILEBREON\YI7ZEIDHE T, ENSIRTEAASICIZYNET , CNICED, IRTOFT 5N
fEan. N—AMHICRBOH DRI ZHERL CULIEZT T, LIBENTIRTON\YIrZ2BEIIYNTEE
ER



2. API

AXT API (&, AXATHSIESN TR EHRT — %= EE(EBH TOKN\wI7OfERFT1-%2E0DETET, 7)o —
AV HFUVERT —9ZEUS U WEE . RYID/\YI7HEHRT —F TUEWNCRZETEET 2H. 9 TIC
EBRT — IR A TWBN\YIPHHBI5EICICRDET . API (&, EDBFLT7 T -3 CREICEREZN
feh. EDBHUFNIRIEEHSRT —F TL(EVCBOTUBHEBILE T, 7TV —2a o BT E TREIRFT1—2
ENT TICT=ATULENITROITWVRIEE. APT (A== R ZIRHUET .

£

INETOINTOBMESIEZETLDDE. ROLICRDFT,

1. EHEOBVWITORIV (GigE @ UDP) MiFE. /Ny hE3IL — AR ONIESEICBIRETERLS
(S IASAHICKEZRBEHFNYI7ERARIBCENEETT,

2. USB 3.0 BEDRSSHI23Y LAV —T/\oy MOBIXEZFIE T2 TONINDIZE . IASAHICKER
EIENYI7ZHBOTEAVY MIBOF R A KEROE. NADBEIAHDSYI—-%FFE 9% FIFO TY,

3. EHEMEOEVERYIVT -2 2B IB(C(F. FHERELATYSOmMAEDIHTLTISIILE1-F1>
JI2MENHDET .

CNSHBHENTVRWMES. AERBICKEREF/I\YI7IHINEINCBERREL BINEIMNHOASIT
L—bLZXKW\WET,

NYIPREFES, PITVT -3 OEHCEDETRAEIILENHDET,

XIMEA APL, RSA/)N\— Wx5T7—LD17 (&, YR—h&ENTWSRZA RIS bO-5-HBD IR TOFISIEZF
RU. L5722 %m]RERIRVECT 3LIIGREESN TLE T,



https://www.ximea.com/support/wiki/usb3/Buffer - lost frames

ApE ication

(@ xiGetimage ( xiSetParam
. T E T ——— )

(Raw Data--}vt Debayer J

\ F 3)_FRM_BLSFERS_QUEUE_SI26 J
\

xApi

I LISB Stack
- —

ivweo Data

Lost Frames and How Much Data to Buffer Inside
the Camera?

Lost Frames and How Much Data to Buffer Inside the Camera?

Reasons

1. Bandwidth limit
2. Latency

3. Reliability margin
Hardware

1. Communication link
2. Other devices

3. Firmware

Software

1. Interfaces

2. Applications

Buffer handling

1. Allocation

2. API

Summary

There is a common belief that a bigger memory buffer located inside the camera and
capable of storing several image frames ensures that application will never lose frames.
This application note elaborates on the subject of lost frames, its reasons and remedy.
We will address this question from the perspective of relevant camera interface, namely
Cameralink, FireWire, USB, GigE, CoaXPress, PCI Express and Thunderbolt.


https://www.ximea.com/support/wiki/usb3/Buffer_-_lost_frames
https://www.ximea.com/support/wiki/usb3/Buffer_-_lost_frames#Lost-Frames-and-How-Much-Data-to-Buffer-Inside-the-Camera
https://www.ximea.com/support/wiki/usb3/Buffer_-_lost_frames#Reasons
https://www.ximea.com/support/wiki/usb3/Buffer_-_lost_frames#1-Bandwidth-limit
https://www.ximea.com/support/wiki/usb3/Buffer_-_lost_frames#2-Latency
https://www.ximea.com/support/wiki/usb3/Buffer_-_lost_frames#3-Reliability-margin
https://www.ximea.com/support/wiki/usb3/Buffer_-_lost_frames#Hardware
https://www.ximea.com/support/wiki/usb3/Buffer_-_lost_frames#1-Communication-link
https://www.ximea.com/support/wiki/usb3/Buffer_-_lost_frames#2-Other-devices
https://www.ximea.com/support/wiki/usb3/Buffer_-_lost_frames#3-Firmware
https://www.ximea.com/support/wiki/usb3/Buffer_-_lost_frames#Software
https://www.ximea.com/support/wiki/usb3/Buffer_-_lost_frames#1-Interfaces
https://www.ximea.com/support/wiki/usb3/Buffer_-_lost_frames#2-Applications
https://www.ximea.com/support/wiki/usb3/Buffer_-_lost_frames#Buffer-handling
https://www.ximea.com/support/wiki/usb3/Buffer_-_lost_frames#1-Allocation
https://www.ximea.com/support/wiki/usb3/Buffer_-_lost_frames#2-API
https://www.ximea.com/support/wiki/usb3/Buffer_-_lost_frames#Summary
https://www.ximea.com/support/attachments/1279/MQ_xiApi_Buffering_Diagram.png

Reasons

What are the reasons for the lost frames? It is all about bandwidth, latencies and
buffer handling.

Bandwidth and latencies are mutually dependent, but always have one or more
underlying root causes. These can be divided into hardware and software related.
On the bandwidth and hardware side:

1. Bandwidth limit

If the available to the camera bandwidth on the interface is lower than the amount of
data to be delivered, such setup will always lose frames.

2. Latency

If available bandwidth is equal to the required, such system again will lose frames since it
cannot tolerate any latency in servicing request from the hardware interface.

3. Reliability margin

If available bandwidth has a margin above the required one, such system can reliably
work without lost frames. The question how big shall be this margin and whether it is
related to the camera buffer size will be addressed below.

Hardware

The bandwidth is provided by the PC host side and utilized by the camera. Bandwidth
can be limited by the following hardware reasons:

1. Communication link

Loss of transport packets* because of the high error rate or unreliable communication
link.

This problem must be addressed by troubleshooting the reason for the loss of transport
packets. Connectionless protocols like UDP used by GigE cameras require application level
to track whether all packets have arrived and request resending of a packet, or a whole
frame, if a packet did not arrive within certain time.

For transaction based protocols, like USB bulk transfer, packet cannot be lost. There
is 100% reliable protocol of packet delivery by design of the USB 3.0 interface.

This protocol is implemented at the USB 3.0 transaction layer. If delivery of a packed
failed after several retries, then both host and camera are aware about that failure and
may attempt to resend this packet, and/or report an error to the API.

Reasons for not delivered packet can be signal integrity of SuperSpeed signals, firmware
issues, EM immunity, hardware design robustness like board layout, proper power rails
decoupling, high speed signal impedance, etc.

These aspects are valid both for the camera and host sides, and last but by far not least
is the cable. Cable performance significantly influences reliability of the communication by
attenuating high speed signals and delivering sufficient power to the camera.

2. Other devices

There are other devices sitting on the same bus and thus competing for the bandwidth
and other shared resources. This can be resolved by placing each camera on individual
xHCI controller.



3. Firmware

Camera firmware is not capable of streaming data at the maximum speed supported by
the host, and thus reduces bandwidth by introducing latencies in committing transport
packets.

PC hardware by itself is not imposing latencies.

Software

Software contributes to latencies to handle request of supplying empty buffers to
receive new camera data. These latencies in the PC software (like USB protocol stack and
camera drivers, the buffer handling routines at API level, etc.) are effectively reducing
the available bandwidth on one side.

1. Interfaces

Latency of servicing interrupts from hardware interface cards.

Camera interfaces, like FireWire, USB, GigE, are using respective host adapters. These
adapters have different requirements for maximum latency to service interrupts, from
which the most important and time critical is request to get descriptors for delivery of
new data. The latency depends from the performance of the computer, operating

svystem, software drivers, protocols and software stacks.
Camera interfaces like PCI Express or Thunderbolt are not using intermediate buffers or

bus protocols. These two interfaces have substantially lesser software components and
by design have much shorter latencies.

2. Applications

Application latencies - if application is in the loop of processing data from each frame and
cannot complete this task within required timeslot. This can happen if algorithm for
processing is not time deterministic by design. Another reason can be that underlying
operating system cannot provide required amount of CPU resources within processing
timeslot.

Buffer handling

At the end of the day the software aspect converges to the buffer handling method.
There are two typical implementations of buffer handling:

1. Allocation

Application allocates image buffers in computer memory, commits these buffers to
camera queue, and waits when a buffer will get out of the queue with image data. Then
application must process data and again commit “empty” buffer. The problem happens if
application is “slow” and cannot process all incoming frames in time.

If application needs to acquire and process data in bursts, then application allocates as
many buffers as needed for 2 (or more) consecutive bursts and commits all of them to a
camera. This will ensure that all data are delivered and application has spare time
between bursts to complete processing, and then commit again all processed buffers.



2. API

Camera API allocates a circular queue of buffers sequentially filling it with image data
coming from a camera. When application wants to get new image data, it is either put on
hold until first buffer is filled with image data, or returns immediately if there is already a
buffer with image data. API keeps track of which image was last delivered to the
application and which image is currently filling with image data. API detects “overrun”
situation when application is too slow and whole circular queue is already filled with data.

Summary

So, to wrap-up all previous considerations:

1. For connection less protocols (UDP in GigE) it is vital to have large image buffer
inside the camera to be able to resend the packet or frame if it is lost.

2. For protocols which ensure packet resending on transaction layer like USB 3.0, large
image buffer inside the camera is not providing any benefit. What is required is a
FIFO to tolerate jitter on bus availability.

3. To build a reliable high speed application both bandwidth and latencies must be

analyzed and troubleshoot.
If they are not, then sooner or later camera will lose frames, regardless whether

it has or has not a large image buffer inside.
Buffer handling method also must be aligned with the application requirements.

XIMEA API, drivers and camera firmware are tuned to utilize all bandwidth from
supported host controllers and have lowest possible latencies.



